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Abstract
Detection of a malicious node in neighbourhood ieguirement
because otherwise that node may cause incorredsiaes or
energy depletion. The methods to detect malicimderinclude the
role-based trust approach, event-based trust agiproallaborative
trust approach, and agent-based trust approachralfiEased
approach. After malicious node detection we neeelitteer correct
it or choose another path. For choosing path wel rieeselect
optimized path from alternatives available. An pyiation method
that requires moderate memory and computationa@uress and
produces good results is desirable. Swarm Inteltigeis subfield
of provides solution for complex optimization pretsis which are
not easily tackled by other approaches. SI mairdpsists on
Particle Swarm Optimization (PSO), Ant Colony Optiation
(ACO) and Honeybees paradigms.
Keywords: Swarm intelligence, Trust-based approach,
Wireless sensor networks.

1. Introduction

A wireless sensor network (WSN) consists of spatial
distributed autonomous sensors to monitor physical
environmental conditions, such as temperature, dou
vibration, pressure, motion or pollutants and top=ratively
pass their data through the network to a main iooat

The main characteristics of a WSN include:

batteries or energy harvesting.

Ability to cope with node failures.

Mobility of nodes.

Dynamic network topology.

Communication failures.

Heterogeneity of nodes.

Scalability to large scale of deployment.

Ability to withstand harsh environmental
conditions.

Ease of use.

Unattended operation.

Power consumption. [1]

Wireless sensor networks (WSNSs) in recent yearsge had

shown an unprecedented ability to observe and rakatgp
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the physical world, however, as with almost every
technology, the benefits of WSNs are accompaniedaby
significant risk factors and potential for abuse, Someone
might ask, how can a user trust the informationvigled by
the sensor network?

Sensor nodes are small in size and able to seremtsev
process data, and communicate with each otherattsfer
information to the interested users [2]. With thdwvent of
real-world applications in the area of Wireless en
Networks (WSNs), the need for applicable secure
communications increasingly moves into the attentaf
research.

There are certain security requirements neededh®)state

of the art that a security system needs to coverder to be
able to call it secure and these are Congenidlitggrity,
Authenticity, Freshness, Semantic Security, Avalilgh
Access Control [3].

2. Survey Report

Two issues in WSN: There are basically two issned/EN

%hat need to be studied:

Malicious node detection and path optimization, hPat
optimization is studied according to swarm intelige and

. . . other protocols.
Power consumption constrains for nodes using

2.1 Malicious Node Detection

In a wireless sensor network, operating in a haasd
unattended environment, sensor nodes may genemate i
correct sensor readings and wrong reports to their
neighbours, causing incorrect decisions or enegpfedion.
The potential sources of incorrect readings angborts
include noise, faults, and malicious nodes in tkeévork.
Unlike noise and faults, malicious nodes can aahlyr
modify the sensed data and intentionally generatengv
reports. To ensure reliable event detection inptiesence of
such wrong data and reports, it is necessary tectend
isolate malicious nodes, greatly reducing their aotpon
ecision-making. [4]
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There are varieties of methods to calculate thettof a explore an n-dimensional hyperspace in searcheoftbbal
successive node. The methods include the role-bmaetl solution (n represents the number of optimal patarego
management, event-based trust management, coltalgorabe determined). A particle i occupies position Xadd
trust management, and agent-based trust managemesgipcity Vid in the dth dimension of the hyperspate i - s
neural-based approach. and 1 - d - n. Each patrticle is evaluated throungblkgective
2.1.1 Role-based Trust Management function. The cost (fitness) of a particle closethe global
In [5] author uses Role-based approach and usedoRT solution is lower (higher) than that of a partidleat is
representing  security policies and credentials farther. PSO thrives to minimize (maximize) the tcos
decentralized, distributed access control systems. (fitness) function. In the global-best version @, the
credential provides information about the privilegé users position where the particle i has its lowest cesstored as
and the security policies issued by one or morstéds (pbestid). Besides, gbestd, the position of the padicle. In

authorities. each iteration k, velocity V and position X are afetl using
(1) and (2). The update process is iteratively agged until
2.1.2 Event-based Trust Management System either an acceptable gbest is achieved or a fixedber of

The trust is calculated at particular time events d#erations kmaxis reached.
periodically. In [6] author used ETSN protocol asays that
the sensor node has different trust rating foredéffit event. Vid(k + 1) =w . Vid(k) + Gry(k) . (pbestid - Xid) + £. r2(k)
Watchdog model scheme to observe the behaviour .jfgbestd - Xid)
different events of these nodes and broadcast thest 1)
ratings.

Xid(k + 1) = Xid(k) + Vid(k + 1)
2.1.3 Collaborative Trust Management System )
The business models are used to calculate thesimgar to Here, ¢ and ¢ are constants, ang(k) and (k) are random
product trust management. In [7] author used tluperative NUMbers uniformly distributed in [0,1] [9]. ,
and collaborative approach which helps to elimintte !N [10] author considers Sensor Deployement Prohlsimg
suspicious node from the communication path. Particle Swarm Optimization(PSO).

In[11] author considers sensors  that move
2.1.4 Agent-based Trust Management System according to thg weII—know_n Particle Swarm Optiatian
Agent-based trust management systems, an agent iaonDS_O) schemg In order to improve network _coveragnre
introduced to store the packet transfer informatimm a unl|k_e the original PSO, par_t|c|e speed is up_dat@d
cluster of nodes within communication distance. [&) con_s!dermg a consensus algorithm based on lodihom
author used two approaches as: Trust of each nodkei position.
cluster transmitting the packets through same rodemust
be within communicating distance, Trust of a no
(constant and less than 1) to its neighboring rejde(

018[12] author proposed a virtual force co evoludon PSO
for dynamic deployment of Nodes.

In [13] author used multi-base for optimal positian of

2.2 Path Optimization base station according to minimum distance.

WSN have many issues related to the Path optimizati
There are many protocols to solve it which we wiicuss

below Ant Colony Optimization: Ant Colony Optimization (2O)

is a flavour of Swarm Intelligence based approacmsied
for optimization problems. ACO meta-heuristic apgmio
models the real ants. In ACO, a nhumber of artifiaiats uild
PR . . solutions to an optimization problem. In ACO, thelkange
optimization problems which are not easily solvedother of information is done by pheromone value like reats.
approaches. Swarm Intelligence mainly consists afi¢te The path optimization between nest and food iseaed by

Swarm Optimization (PSO), Ant Colony Optimizatiorht lonies b loiting the oh titypped
(ACO) and Honeybees paradigms. Swarm Intelligeng@tﬁggrr:tlgs[mx]ln explofiing the pheromone quan ©

approaches are nature and bio inspired.

Particle Swarm Optimization : Bio-inspired optintipa
methods are computationally efficient alternativés
analytical methods. Particle swarm optimization @@ a
popular multidimensional optimization technique. GPS
models social behaviour of a flock of birds. It si@ts of a
swarm of s candidate solutions called particles,iciwh

2.2.1 Survey of Swarm Intelligence
Swarm Intelligence (Sl) provides solution for themplex

Research shows that ants have the ability to select
the shortest path among few possible paths comgettieir
nest to a food site. The pheromone, a volatile dt@m
substance laid on the ground by the ants while iwglland
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affecting in turn their moving decisions accordtogts local food foraging behaviour of swarms of honey bee® bée’s
intensity, is the mediator of this behaviour. algorithmic approaches exploit the concept of hdmegs for
food searching, defence and locatable behavioureaf
honey bees. The artificial bees mostly are diviged three
groups namely as employed bees, onlooker beesand s
& bees performing their corresponding duties. Therdiure
- ' survey shows that the Honey Bee Algorithm (HBA) was
proposed by Craig A Tovey in 2004, Vertia Bee Altion
(a) (VBA) formulated by Xing-She Yang in 2005 and sainge
Artificial Bee Colony (ABC) by D Karabogo for numeal
function optimization. The working of the bee’s alghm
= = = starts with the placement of scout bees in thechespace
and fitness of the scout bees is evaluated. The baging
higher fitness then a threshold is chosen as seldies and
corresponding visited sites by then are selected fo
neighbourhood search. As Sl based approacheseaativie
and termination criteria are proposed for the taation of
th(? algorithm. Like other S| approaches, Honeybee
algorithms have vase domain of application, trajnieural
networks, scheduling jobs, data clustering, turenfuzzy
logic controller, computer vision and multi-objeti
optimization. The prominent application of Honeybbased
algorithms are in the field of ad hoc and wirelssnsor
networks [16].

Fig. 1 Principle of Ant Colony Optimization

As shown in Fig. 1, at the beginning, no pheromisnkaid
on the branches and the ants do not have any bit
information about the branches length. Howevercesiane
branch is shorter than the other, the shorter iraeceives
pheromone at a higher rate than the longer oneamts can
smell pheromone, and their probabilistic decisiares based
in favor of paths marked with higher amount of mmeone.

Eventually, the shorter path will be selected byadt all In [17] author applied ABC algorithm to the dynamic

ants .Of f[he colony (as_ ;hown in Fig. z(b))-A’?t enlo deployment problem in WSNs with mobile sensorstha
optimization metaheuristic, a novel population-lthse

approach was recently proposed in 1992 by Marcogdagt network’s scenario, author assumed that: The detecadii

: L of the sensors are all the same (r). All of thesseshave the
al. to solve several discrete optimization problefitee ACO ability to communicate with the other sensors. gdhsors
mimics the way real ants find the shortest routeveen a are mobile '
food source and their nest. The ants communicatte avie '
another by means of pheromone trails and excharE;(i 2
information about which path should be followedeThore ~°
the number of ants traces a given path, the mdractive
this path (trail) becomes and is followed by othets by
depositing their own pheromone.

Survey of Routing Protocols not based on Swarm
Intelligence

In [18] LEACH (Heinzelman et al., 2000, 2002) beeathe
most popular and the first energy-efficient hiehical
algorithm proposed for power consumption reduction
sensor networks. LEACH rotates the clustering &siong
the participating nodes based on duration. Eacstelthead
communicates directly to the sink.

In [19] author surveyed some routing protocols leded on

Sl principles. These are :

Lindsey and Raghavendra have proposed Power-Efficie
Gathering in Sensor Information Systems (PEGASIS),
which avoids the assumption of direct communicatom
reduces the relatively large overhead of the LEACH
protocol.

Directed diffusion, proposed by Intanagonwiwat kf ia a
popular data-centric routing protocol for WSNs. T$iak

This auto catalytic and collective behaviour resiitt the N°de floods queries (termed ‘interests”) containitig

Fig. 2 Ant Colony system

establishment of the shortest route as shown inZFig attributes of the required data towards a targgiore When
In[15] author combined Path Selection Routing alevih 2N interest is received by a node in the specifegion, it
the concept of Ant Optimization. tasks its sensors to start collecting data at theqgpibed rate.

Honeybees : The bees algorithm is population babid, Sensed data is then routed back to the sink alageverse
inspired approach for optimization problems thamins the [INks. Directed diffusion makes use of a complegoathm
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for interest/data matching that puts a relativebrgé [9]
computational overhead on resource-constrained osens
nodes.

Haas and Small have proposed Shared Wireless fafiois
Model (SWIM), which targets the delivery of the sed
events to a base station as early as possibléhisgourpose, [10]
after sensing an event, a node transmits the event
information to its neighbors. In this way, the infation
about the event is rapidly spread throughout thevork. As

soon as one of the nodes in the vicinity of a nelsink [11]
becomes aware of the event, it promptly deliveesriiated
information to the sink.

3. Conclusion (12]

Wireless Sensor Network is emerging as a hot topiay.
There are various issues in this networking .Thipgp
studied the various techniques for Malicious Nodédotion
and Path Optimization. In future we would try tonimize
the issues effectively.

(13]
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